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SENDER CREATES 
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SENDER ENCRYPTS 
AUTHENTICATION MESSAGE 
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ENCRYPTED CONTENT 
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MEDIA 
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SENDER FIXES ENCRYPTED 
AUTHENTICATION MESSAGE 
TO TANGIBLE MEDIA 
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SENDER PACKAGES FIXED 
TANGIBLE MEDIA FOR SHIPMENT 
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SENDER PERMITS RECIPIENT TO 
OBTAIN FIXED TANGIBLE MEDIA 
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SENDER ALLOWS RECIPIENT TO 
OBTAIN CONTENT DECRYPTION KEY 



Figure J A 
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SENDER SEPARATELY ENCRYPTS 
A PLURALITY OF CONTENT MESSAGE 
BLOCKS 



SENDER CREATES PLURALITY 
OF CONTENT MESSAGE BASED 
AUTHENTICATION MESSAGES 



FROM STEP 44 
OF FIG. 1A 




END 



SENDER ALLOWS RECIPIENT TO OBTAIN 
FURTHER CONTENT DECRYPTION KEY 



Figure 1B 
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RECEIPIENT OBTAINS 
FIXED TANGIBLE MEDIA 
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RECEIPIENT READS INSTRUCTIONS 
FOR DECRYPTING 
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RECEIPIENT USES RECEIPIENT'S 
KEY TO DECRYPT AUTHENTICATION 
MESSAGE 



RECEIPIENT USES SENDER'S 
KEY TO DECRYPT 
AUTHENTICATION MESSAGE 
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RECEIPIENT CREATES A VALID 
REPLY BASED UPON THE DECRYPTED 
AUTHENTICATION MESSAGE 

1 10 -, T 



RECEIPIENT SENDS VALID 
REPLY TO SENDER 
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-RECEIPIENT RECEIVES CONTENT 
DECRYPTION KEY FROM THE SENDER 
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RECEIPIENT USES CONTENT 
DECRYPTION KEY TO DECRYPT 
CONTENT MESSAGE 



Figure 2 A 
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FROM STEP 114 
OF FIG. 2A 




FURTHER REPLY TO SENDER 
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RECEIPIENT USES FURTHER 
" CONTENT DECRYPTION KEY TO 
DECRYPT FURTHER CONTENT 
MESSAGE BLOCK 
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Recipient's Instruction: 
Enter your private key to view further instructions. 




Figure 4 A 



USING DIGITAL SIGNATURES TO GUARANTEE PAPER DOCUMENT DELIVERY 
INVENTOR(S): KEITH E. MOORE 
HP-10003895 

7/13 




312 



Recipient's Instruction: 



You have successfully entered your private key. the enclosed encoded message 
was sent to you by the XYZ Company. To authenticate and further decode this 
message, enter the public key of XYZ Company. 
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Figure 4B 
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Recipient's Instruction: 

This medium includes an encrypted content message from the XYZ Company. 
To obtain the key to this message, send an email including the number 
35758465939593 to cryptadmin@xyz.com. XYZ will reply to you with the 
decryption key. 
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Recipient's Instruction: 

This medium includes an encrypted content message from the XYZ Company. 
To automatically obtain the key to this message and proceed to view the 
content message, please click on the "view now" button below and this 
message will use electronic mail to automatically obtain the content 
decryption key from the XYZ Company. To view the content mesage later, 
then please click on the "view later". 



322 




view now # 



view later • 
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Figure 4D 
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For instructions on reading this document go to 
www.xyz.com/decrypt or see the reverse side. 
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Scan in the following encrypted authentication message. 
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Scan in the following encrypted content message. 
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Stevens Security 
4090 Pleasant Road 
Sunnyvale, MA 02218 



Reply: 

http://www.hp.com 
ACK: 1231254323 



Figure 6B 
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